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The legitimacy of Using Artificial Intelligence to Establish Electronic

Evidence in Criminal Matters

Prepared by
Magd Ameer Alshoubaki

Supervised by
Dr. Monther Abd Al-Razaaq Alamaireh

Abstract

This study examines the legal challenges arising from the use of artificial
intelligence technologies in the field of criminal evidence, particularly with
regard to the legality and evidentiary value of electronic evidence generated or
processed algorithmically, as well as the legal and procedural safeguards
required to prevent their misuse in a manner that may infringe upon the rights
of the accused and the integrity of criminal justice. The core problem addressed
by this study lies in determining the extent to which such evidence may be
deemed admissible before criminal courts in the absence of explicit legislative
regulation governing the use of artificial intelligence in the stages of evidence
collection and analysis.

The study aims to clarify the legal framework governing the use of artificial
intelligence by criminal justice authorities, to identify the legal conditions
necessary for electronic evidence generated or processed through artificial
intelligence systems to acquire evidentiary probative value, and to highlight the
risks associated with the misuse of such technologies in the fabrication of
digital evidence, particularly through deepfake techniques, voice cloning, and
digital identity impersonation. To this end, the study adopts a descriptive,
analytical, and comparative methodology, through an examination of the
positions of the Jordanian legislation and a comparison thereof with relevant
international principles and standards.

The study reaches several key findings, most notably the growing legislative
recognition of the probative value of electronic evidence under both the
Jordanian and Emirati legal systems, provided that technical integrity
requirements are met. However, it also reveals a clear legislative gap—
especially within Jordanian legislation—in explicitly regulating the use of
artificial intelligence itself as a tool for criminal evidence. Furthermore, the
study demonstrates that artificial intelligence contributes significantly to
enhancing investigative efficiency and the detection of crimes, while
simultaneously posing serious risks related to the creation of fabricated
criminal evidence and algorithmic bias, which may undermine the presumption



of innocence and the guarantees of a fair trial. In this regard, the study
emphasizes the central role of technical expertise in examining digital evidence
and verifying its reliability.

In light of these findings, the study recommends the enactment of a specific
national legislative framework regulating the use of artificial intelligence in
criminal justice, the establishment of clear legal rules governing the
admissibility and probative value of algorithmically generated or processed
evidence, and the adoption of the principle of mandatory human oversight over
the outputs of intelligent systems. The study further calls for strengthening
technical expertise, adopting national standards inspired by international
frameworks, enhancing international cooperation in the field of digital
evidence, and supporting specialized scientific research in judicial artificial
intelligence.

Keywords: Artificial Intelligence, Criminal Evidence, Electronic Evidence,
Digital Forgery, Fair Trial.
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)1 (World Intellectual Property Organization (WIPO), Artificial Intelligence and Intellectual
Property, webpage, describes how artificial intelligence increasingly drives key technological and
business developments and intersects with intellectual property systems, noting the role of WIPO
in facilitating policy dialogue and information exchange among member states on Al-related IP
matters and frontier technologies. Awvailable at: https://www.wipo.int/ar/web/frontier-
technologies/artificial-intelligence

)2 ( Ana Ramalho, Will robots rule the (artistic) world? A proposed model for the legal status of
creations by artificial intelligence systems, Maastricht University, Forthcoming in the Journal of
Internet Law, July 2017, p. 2. She mentioned that: “Als have been defined as machines that imply
a human type of behavior, in the sense that it is meant to signify actions done by computers that
require intelligence when done by humans”.
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preprint arXiv:1802.07228. https://doi.org/10.48550/arXiv.1802.07228
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